1. Use “anti-virus software” and keep it up-to-date. Anti-virus software is designed to protect

your computer against known viruses. But with new viruses emerging daily, anti-virus programs

need regular updates. Check with the web site of your anti-virus software company to

see some sample descriptions of viruses and to get regular updates for your software.

2. Don’t open emails or attachments from unknown sources. Be suspicious of any unexpect-

ed email attachments even if they appear to be from someone you know. Should you

receive a suspicious email, the best thing to do is to delete the entire message, includ-

ing any attachment.

Ten Tips

To Secure
Your Personal
Computer

protective wall between your computer and the outside world. They come in two forms,

3. Protect your computer from Internet intruders—use “firewalls.” Firewalls create a

software firewalls that run on your personal computer and hardware firewalls that protect

a number of computers at the same time. Firewalls also ensure that unauthorized

persons can’t gain access to your computer while you’re connected to the Internet.

4. Regularly download security updates and “patches” for operating systems and other soft-

ware. Most major software companies today release updates and patches to close newly

discovered vulnerabilities in their software. Check your software vendors’ web sites reg-

ularly for new security patches or use the automated patching features that some com-

panies offer.

5. Use hard-to-guess passwords. Mix upper case, lower case, numbers, or other characters

not easy to find in a dictionary, and make sure they are at least eight characters long.

Don’t share your password, and don’t use the same password in more than one place.

on floppy disks and larger amounts on CDs. If you have access to a network, save copies

®

6. Back up your computer data on disks or CDs regularly. Back up small amounts of data

of your data on another computer in the network.

7. Don’t share access to your computers with strangers. Learn about file sharing risks. Your

computer operating system may allow other computers on a network, including the Internet,

to access the hard-drive of your computer in order to “share files.” This ability to share

files can be used to infect your computer or look at the files on your computer. Check

your operating system and your other program help files to learn how to disable file sharing.

8. Disconnect your computer from the Internet when not in use. Disconnecting from the

Internet when you’re not online lessens the chance that someone will be able to access

your computer. And if you haven’t kept your anti-virus software up-to-date, or don’t have

a firewall in place, someone could infect your computer or use it to harm someone else

on the Internet.

Social Security Numbers

• If you have the option of letting your computer
remember a password for you, don’t do it.

Email, the Internet, automated teller machines (ATMs),
online banking, cell phones, long-distance carriers, and
credit cards make our lives more efficient. However, as
our lives become more integrated with technology,
keeping our private information confidential becomes
more difficult. Electronic transactions can leave you
vulnerable to identity theft and other types of fraud.
Following a few simple tips can help you keep your
private information safe.

Some businesses and government agencies believe that
using your Social Security number (SSN) is the most
accurate way to store and retrieve information. But your
Social Security number is also the prime target of
criminals interested in committing identity theft and
other crimes. Therefore, it is essential that you protect
your SSN.

• Do not share your passwords with family members,
friends, or colleagues.
• If you are logging into an ATM or other computer, make
sure no one is looking over your shoulder as you enter
your password.

• Release your SSN only when it is absolutely necessary.
Employers need your SSN to report your earnings to
the IRS, but law enforcement does not need it to issue
you a parking permit.

Personal Identification Numbers

Passwords

The personal identification number (PIN) is one method
used by banks and phone companies to protect your
account from unauthorized access. A PIN is a confidential
code issued to the cardholder to permit access to that
account. You can protect your PIN number by following
these tips:

Passwords are often required to access information from
financial, medical, and other institutions. Hackers have
sophisticated tools for cracking passwords. Here are
some tips for creating and protecting your passwords.
• Select at least eight characters, including a combination
of letters, numbers, and symbols that you can remember
but that others won’t easily guess.

least twice a year—do it when you change the clocks for daylight savings! Make sure you

9. Check your security on a regular basis. You should evaluate your computer security at

have the security level appropriate for you.

10. Make sure your family members and/or your employees know what to do if your

Securing your personal
computer plays a crucial
role in protecting our
nation’s Internet infrastructure. Here are ten
things you can do to
keep your computer safe
from hackers and viruses.

computer becomes infected. People should know how to update virus protection

software, how to download security patches from software vendors, and how to

create a proper password.

These tips were adapted from the “Top Ten Cyber Security Tips” on the National Cyber

Security Alliance website, www.staysafeonline.info. The National Security Alliance is a pub-

lic-private partnership focused on promoting cyber security and safe behavior online.

Report hacking incidents to the FBI at www.ic3.gov.
National Crime Prevention Council

1000 Connecticut Avenue, NW • 13th Floor • Washington, DC 20036 • www.ncpc.org

• Do not carry your Social Security card in your wallet or
purse unless you need it for a specific situation, such as
the first day of a new job.

• Memorize your PIN number and do not give it to
anyone, including family members or bank employees.

• Do not print your SSN on checks or business cards.
• If possible, do not put your SSN on job applications.

• Do not use your mother’s maiden name, spouse’s name,
last four digits of your Social Security number, pet’s or
children’s names, or date of birth.

• Never write your PIN on ATM or long-distance
calling cards; do not carry your PIN number in your
purse or wallet.

• Do not use a word that can be found in the dictionary
in any language.

• If asked to provide your SSN online, look for the closed
padlock symbol on the bottom of the page, and read
the company’s privacy policy on how it safeguards your
personal information.

• When using an ATM machine or public telephone,
position yourself in front of the ATM keyboard or
phone to prevent anyone from observing your PIN
as you enter it.

• Create a new password for every website or login that
requests one. If that is impractical, create a few hard-toguess passwords and use those at sites you want to keep
most secure. Create easier-to-remember passwords to
use at less important sites.

• Do not respond to unsolicited electronic mail messages
in which your SSN and other personal information are
requested. No reputable company or government
agency sends unsolicited email messages to request
sensitive personal data.

• Do not leave your receipt behind when you use an
ATM machine; criminals can use them to get your
account number.

• Change your passwords regularly—at least once a month.

• If a private business requests your SSN, suggest
alternatives like your driver’s license number (unless
your driver’s license number is your SSN).

• If a bank or other institution assigns you a PIN
number that is the last four digits of your Social
Security number, have it changed to a new number.

• Memorize your passwords; if you must write them
down, don’t carry them in your wallet or leave them in
an unprotected place, including a computer file.

• If your state’s Department of Motor Vehicles uses the SSN
as the driver’s license number, ask for an alternate number.

