Credit Cards

If you shop online or over the phone, you may pay by
credit card. Because you cannot use the physical card,
you will probably give your credit card number,
including the expiration date, over the phone or Internet.
If these numbers fall into the wrong hands, you may find
unauthorized charges on your next credit card statement.

* Do business only with companies you know; do not
give out your credit card number to make a purchase
or reservation unless you initiated the transaction.

« Shop only at secure websites that use encryption software
to transfer data from your computer to the merchant
and that have strong privacy and security policies.

+ Do not respond to emails asking you to “update” your
credit card information even if they appear to be from
the company that issued you the credit card. Call the
company directly to verify what information is needed.

« If you received preapproved credit card offers in the
mail, do not throw them in the trash without shredding
them first.

« If you are expecting new credit cards in the mail and
they do not arrive, or you do not receive your bills at
the expected time, call the credit card issuer immediately.

+ Check your credit card bills carefully for several months
after purchasing on the Internet. If you find purchases
you did not make, immediately contact the credit card
company and file a dispute claim.

* Get a copy of your credit report once a year and review
it for any unexpected activity.

Reporting a Problem

If there are unauthorized charges on your credit card
statement or withdrawals from your bank account, notify
the police and the financial institution immediately. If
you are a victim of identity theft, file a police report; file
an online complaint with the Federal Trade Commission
at www.consumer.gov/idtheft/; notify the three major
credit card bureaus: Equifax (www.equifax.com),
Experian (www.experian.com), and Trans Union
(www.transunion.com); and close your account.

NCPC

Crime Prevention Tips From

NATIONAL CRIME PREVENTION COUNCIL
1000 Connecticut Avenue, NW
Thirteenth Floor
Washington, DC 20036-5325
202-466-6272
www.ncpc.org

and

Bureau of Justice Assistance
Office of Justice Programs m U.S. Department of Justice

The National Citizens’ Crime Prevention Campaign, sponsored by the Crime
Prevention Coalition of America, is substantially funded by the Bureau of Justice
Assistance, Office of Justice Programs, U.S. Department of Justice.
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